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Grooming is when someone befriends and builds an emotional
connection with a child to gain their trust for the purposes of sexual
abuse or exploitation. They can do this both offline and online, with
technology and the Internet being commonly used to initiate and
facilitate contact with a child. Gaining victims’ trust is a key part of
engaging them in sexually explicit behaviour. The groomer, who can
either be a stranger or someone a child already knows, tends to use
tactics such as engaging in small talk or exchanging personal
information with the child about hobbies and relationships, using
flattery and gifts to build a rapport or even making threats and
intimidation to gain control. This can take place over varying periods

NUMBERS OF GROOMING
OFFENCES ARE SOARING

In April 2017, a new government law came into force in
England and Wales to allow police to charge adults who
send sexual messages to children through mobile phones
and social media. In the first year since the law change,
there were 3,000 police-recorded offences of sexual
communication with a child - a figure 50 per cent higher

than experts expected in the first year.

ALLCHILDREN ARE AT RISK

According to a 2018 NSPCC report, a

quarter of young people have experienced

an adult who they don't know in real life

trying to contact them online. One in four

said they had been sent messages, images, videos or
other content that made them feel sad, worried or
uncomfortable. Onein 10 girls and one in 20 boys under
the age of 13 said they had received unwanted sexual
messages.
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ITSGOODTOTALK

It’s unlikely that you can stop
your child using the Internet,
nor can you constantly
monitor their online
activities, but you can talk to
your child on a regular basis
about what they do online. By
talking openly with them
about online relationships,
they can quickly ascertain the kind of behaviour which is
appropriate or inappropriate. Ask them whether they have
any online friends or if they play online games with people
they haven’t met. This could then open up conversations
about the subject of grooming.

CHECKPRIVACY SETTINGS

In order to give your child a safer online gaming
experience, it is important to check privacy settings or
parental controls on the networks, devices, apps, and
websites they may use. If you use location-sharing apps to
check where your child is, remember that these could
always be used by strangers to follow your child without
their knowledge. Ensure that you check options so that
location information is never shared with anyone except
those they have permission to share with.

N S

© National Online Safety Lid

This is not a definitive guide. Please always check with the app's support information 1o see if
your security and privacy concerns are addressed.

of time — from a few days to several years.

CHILDREN ARE
VULNERABLETARGETS

Groomers use psychological tricks and methods to try and
isolate children from their families and friends and will
often choose to target more vulnerable children who may
be easier to manipulate. In order to seek potential victims,
predators are likely to use apps and websites that are
popular with children and young people. Groomers can
use a ‘scattergun’ approach to find victims, contacting
hundreds online to increase their chance of success.

Predators may use live video to target children in
real-time using tricks, dares or built-in gifts to
manipulate them. Grooming often takes the form

of a game where children receive 'likes’ or even
money for performing sexual acts. Social media channels,
such as YouTube, Facebook, Instagram and Snapchat, all
have live streaming capabilities, but there are many apps
which children can use to live stream, including Omegle,

Live.me, BIGO Live, YouNow and many more.

DISCUSS SAFE ONLINE BEHAVIOUR

Make it clear to your child that they should not accept friend

requests from people they don’t know and to verify friend
requests with people who they do know. They should never
agree to chat privately with a stranger or someone they
don’t really know. Remind them that they should never
divulge personal information, such as mobile phone
numbers, addresses, passwords or name of their school.

DISCUSS HEALTHY RELATIONSHIPS

Talk to your child about what a healthy relationship looks
like and how to detect someone who might not be who they
claim to be. Explain that groomers will pay your child
compliments and engage in conversations about personal
information, such as hobbies and relationships. They may
admire how well they play an online game or how they look
in a photo. Groomers will also try and isolate a child from

people close to them, such as parents and friends, in order to

make their relationship feel special and unique.

BE SUPPORTIVE

Show your child that you will support them and make sure
they understand they can come to you with any concerns
they may have. They need to know they can talk to you if
someone does something they are uncomfortable with,
whether that is inappropriate comments, images, requests
or sexual comments.
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GROOMING CAN HAPPEN RAPIDLY

Grooming is generally a slow, methodical and intentional
process of manipulating a person to a point where they
can be victimised. However, according to researchers at the
University of Swansea, online grooming can also be very
rapid, with analysis of chat logs revealing that it can take
just 18 minutes for some predators to arrange to meet
their victim. The fastest predators used sophisticated,
persuasive, language-based strategies to rapidly build
trust, including the use of small talk and praise which
quickly escalated into requests for sexual messages.

ANYONE CAN GROOMYOURCHILD

Many people expect groomers to be adults posing as
children, but this is not always the case. Data from
University of Swansea reveals that groomers’ use of
identity deception (around age, location and appearance)
is fairly low. This can be because they approach many
children, limiting their ability to lie. The worry is that
honesty can be more damaging to the victim since they are
more likely to feel as if they are in a real relationship.

LOOK OUT FORWARNING SIGNS

Child safety experts have identified key grooming patterns

and advise parents to look out for:

« Alackofinterestin
extra-curricular activities.

« Having new items, such as
clothes or phones, which
they can't explain.

« They seem withdrawn,
anxious, depressed or
aggressive.

« Having older boyfriends
or girlfriends.

Secretive behaviour about
what they are doing online.

» Internet or smartphone
usage late at night.

« Going to unusual places to
meet up with friends you
have not heard of.

« They are clingy, have
problems sleeping and
eating or even bedwetting.

HOW TO REPORT

If you're worried that your child is being
> groomed online or sexually exploited, you can

report your concerns to the Child Exploitation
and Online Protection (CEOP) Safety Centre,
which is part of the National Crime Agency at

: read by a Child Protection Advisor who will

i | | | make contact by phone or email to work with
| u you to make a plan to keep your child safe. If
| 1 you think a child is in immediate danger, call
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ITISILLEGALTOTAKE,
MAKE OR SHARE AN
INDECENT IMAGE OR
VIDEO OF A CHILD UNDER
THEAGEOF 18-EVENIF

Sexting occurs

predominantly
£ on, but is not
exclusive to
these apps...

Sexting involves sending and receiving explicit messages, images or videos
of a sexual nature. This content is usually uploaded on a mobile device,
which can then be uploaded onto social networking sites and shared
further. They can be sent to or from a friend, boyfriend, girifriend, or
someone your child has met online. Sexting is often described as the new
flirting for children - but it is illegal for anyone under the age of 18, with
police forces in England and Wales recording 6,238 underage "sexting"
offences in 2016-17, a rate of 17 a day.

BREAKING THE LAW REGRETTING THEIR BULLYING, COERCION &
Sexting is illegal if you share, make, take or distribute an ACTIONS BLACKMA“—

indecent image or video of a child under the age of 18. It Your child may feel pressured into sexting, so they don't come across
is an offence under the Protection of Children Act (1978), as boring, or think it's a way to show someone they care for them.They
the Criminal Justice Act (1988), and under Section 67 of may feel under pressure to give in to repeated requests or feel obliged
the Serious Crime Act (2015). Sexting or ‘youth produced to share sexual messages and imagery. Sexting can also expose
sexual imagery’ between children is still illegal, even if young adults to the risk of being exploited by paedophiles or sexual
they are in a relationship and any images are shared predators, who then use images to extort additional photos, sexual
consensually. favours, and sometimes money from victims.

Although some children are
willingly exchanging images, many
may regret sharing the messages,
images and videos after they have
sent or uploaded them. Once it's out
there, there's no going back, and
your child may feel ashamed,

vulnerable, worried or anxious
CHILDRENTHINK IT'SHARMLESS about imagery resurfacing later, SHARING
Many young people see sexting as ‘banter’ or a joke, an es.peciall'y if a relationship or Once a photo or video is out there, there's no way of knowing how
easy way to show someone they like and trust them, or fflE“‘E'Sh:P has broken d?W“- many people have saved it, tagged it or shared it. Children like to
just a cool thing to do. But they may not realise the ‘Sexting’ was the most viewed show off to their peers and suddenly, an image has gone beyond
consequences of sharing personal information and how information and advice topic on the its intended recipient, to classmates, friends, and even strangers.

it can be potentially harmful to them in the future. Childline website in 2017, showing Once an image or video has been shared online, there’s nothing to
the need for people to get help. stop it being archived and repeatedly shared.

EXPLAIN THE REPERCUSSIONS BLOCKING AND

Lhet your chilldren know thatlm}c_e the I;]ave sent a message,
they are no longer in control of it, and the messages, images

andyvidens that they may intend to share with one individual STOPPI NG SEXTING
may end up where the whole world can have access to them. Show your child how to use the block button on their

Even if they completely trust someone, other people using devices and favourite apps to stop people sending them

their phone might accidentally see it. And, later in life, it may
afl%ct their online reputation, especially if universities, unwanted messages. You can also set up parental controls

Emplnyers or future partners access the imagery_ With yﬂur il‘lterr‘lEt ser\fice prﬂvider oron yﬂ'ur ﬁhildls phﬂne

to stop them from accessing harmful content.
e L I e HAS YOUR CHILD RECEIVED A

yourself should speak to the person that the image was
shared with and ask them to delete it. You can also use the SEXUAL IMAGE?
report button on a website where the image was posted. Firstly, reassure your child that they have done the right

Speak to your child's school, as they may be able to : : . :
confiscate phones if they know that they have sexual thing by speaking to you about the incident. Ask them if

imagery stored. If you believe the child was forced into they requested the image or if they received it unwillingly.
sending the message, report this to the Euli_ce. You or your If the image has been sent to your child by an adult and
child can also report the content to CEOP with one of their you are concerned about sexual exploitation or grooming,
child protection advisors (Child Exploitation and Online contact CEOP linmiadiatal
Protection Command). y:

TALKTOYOURCHILD

Encourage open dialogue about appropriate information
to share with others both online and offline, discuss the
word ‘sexting’ and ensure that they know what it is and
what it involves. Show that you understand that sexting

can reflect natural adolescent curiosity about nudity,

bodies and exploring their sexuality, but explain why it’s

important to think twice before sharing something. Show

that you are approachable and understanding.

DISCUSS THE LEGALITIES

Children and young people may not realise that what they
are doing is illegal. Ensure that your child understands
that when they are aged under 18, it is
against the law for anyone to take or
have a sexual photo of them - even if
it'’s a selfie, and even when the
activity is consensual.

SOURCES: NSPCC (2015) Review Under Pressure: What's Affected Children in April 2013 - March 2014. [online]
nspcc.org.uk/globalassets/documents/annual-reports/childline-review-under-pressure.pdf. Last accessed on 25/07/18;
theconversation.com/one-in-seven-teens-are-sexting-says-new-research-92170; learning.nspcc.org.uk/research-resources/childline-annual-review; bbc.co.uk/news/uk-41880500
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EXPOSING YOUR CHILD’S
EXACT LOCATION

The‘Snap Map'’ lets you share your EXACT location in
real-time through a map on the app. The user’s
location updates when the app has been opened on
the device. There is a warning on the Snapchat
website about uploading images and videos to ‘Our
Story. stating that “snaps you submit to ‘Our Story’
can still show up on the Map, no matter which
location setting you choose!l.” When uploading to
‘Our Story, your child’s image or video could appear
in “Search results and Stories on or off Snapchat -
today or in the future.”

LENS EXPLORER

The’‘Lens Studio’ on Snapchat gives users the
freedom to use their imagination to design their own
filters for themselves and others to use. Snapchat
states that the lenses users create “must comply with
our Lens Studio Submission Guidelines and
Community Guidelines and must be appropriate for
Snapchatters ages 13+.”" The‘Lens Explorer’in the
app now enables users to choose from thousands of
these creations to alter their snaps. Anyone can
create a lens for Snapchat, which gives
opportunities for age-ina;:lpmpriate content to
be uploaded.

THE RISKS OF SEXTING

It can be slightly awkward talking about this topic with your
child, but if it helps them protect themselves, it is worth it.
Talk to them about the consequences of sexting and make

sure that they're aware of the risks. Ensure your child knows
that‘Snaps’ can be screenshotted. Teach them that if they

post anything potentially embarrassing or harmful (either of
themselves or someone else) it can have severe
consequences as the message, image or video can be shared
further.

REPORTING A STORY, LENS, FILTER,
SNAP OR MESSAGE

If your child comes across inappropriate Snapchat content
sent directly to them or in another person’s story, advise
them to report it immediately. This may include an
inappropriate lens, filter, message or snap. To report an
offensive lens, they should open the app and select the lens
they want to report. An info button will appear above the
lens. Click this, followed by the flag icon. This will send a

report to Snapchat for further investigation. Reports can also

be made on the Snapchat support website:
support.snapchat.com.

National
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Snapchat is a photo sharing app for mobile phones and
tablets. The app allows users to share images, videos and
chat with friends. Users can share images and videos directly
to specific friends, or through a‘story’ shared with their
entire friend list, which documents the previous 24 hours. In
a study, Snapchat was ranked the 4th most negative app in
terms of having an impact on young people’s health and
wellbeing, with children feeling that they can use the app

Snapchat to “make you look pretty.”

SCREENSHOTS & SAVED
MESSAGES

While Snapchat’s gimmick is that all photos, videos
and text disappear eventually, users still have the
capability to screenshot or record anything which

has been sent to them. Users may sometimes forget

that screenshotting is possible and send a
compromising image or message to somebody who
they think they trust. They may also accidentally
send an image or message to somebody who they
do not trust. Simply by pressing and holding a
message, the user is able to save a message they
have received, which can be screenshotted or used
against them at a later date.

SNAPSTREAKS & ADDICTION

‘Snap Streaks’ are gained when snaps have been
sent back and forth consecutively between friends.
The longer that snaps are sent between users, the
longer the streak becomes. Furthermore, Snapchat
rewards users who have achieved high Snap
Streaks, by gifting emojis, adding incentives for
users to keep the streaks. Children invest time into
making their streaks as long as possible, which can
put an incredible amount of pressure on both
themselves and their friendships.

USE‘GHOST MODE’

We highly recommend enabling ‘Ghost Mode’ on the app so

that your child’s location will no longer be visible to anyone

on the ‘Snap Map. To enable this, go onto the Shap Map and

tap the cog in the top-right corner. Here, change the setting
to ‘Ghost Mode.

HOW TO DELETE A MESSAGE

Advise your child never to send any negative messages (or
images through gallery in the chat on the app) as
screenshots can still be taken. You should also advise your
child to screenshot any negative comments they receive as
the sender can also delete them. To delete a message,
simply press and hold the sent message and press delete.

TURN OFF ‘QUICK ADD’

‘Quick Add’ helps friends find each other on the app. This is
based on mutual friends or if their number is in their phone
book. Explain to your child that this feature can open up
their profile to strangers. We highly recommend that your
child turns off the ‘Quick Add’ feature. This can be done in
the settings.
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SEXTING

Due to‘Snaps’ disappearing, (users can even
send a one-second photo or video), Snapchat
has become the chosen platform for children
and young people to send sexually explicit
images or ‘selfies” Once a photo/video has been
screenshotted, or recorded using another device
or software, this can lead to further dangers,
such as blackmail and cyberbullying. It is illegal
to make, possess, download, store and share
sexual images, photos and videos of a person
under the age of 18. This also includes any
sexual images, photos and videos that a child
may have taken of themselves. However, if a
young person is found creating or sharing
images, the police can choose to record that a
crime has been committed, but taking formal
action isn’t in the public interest.

SNAP ORIGINALS

Through ‘Snap Originals; users can watch content
which has been created by Snapchat on the app,
including comedy shows, drama, news and more.
Additionally, there are new lenses and filters
available, inspired by the 'snap originals' shows. This
is another feature to encourage addiction.

RESTRICT STORY VIEWS

Your child can add videos and images to their‘Story’
throughout the day which will last for 24 hours. By default,
anyone in a user’s friends list can see their story. We
recommend checking the privacy settings to ensure that
this has not been edited. This can simply be done in the
apps settings under the ‘Who Can View My Story’ section.
The options to choose from are ‘My Friends, ‘Everyone’ or
‘Custom’ - we suggest that it is set to ‘My Friends.’

issioners Report | Google Play Store | htt 0s://sup




At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one app of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

What Parénts'& Carers Need to kinow,about

IKTO

TikTok is a video-sharing social media app which lets people create, view and download looping 15-second clips.
Typically, these are videos of users lip-syncing and dancing to popular songs or soundbites (often for comic purposes),
enhanced with filters, effects and text. Designed with young people in mind, TikTok skyrocketed in popularity in 2019 and
has featured near the top of download charts ever since. It now has around a billion users worldwide.

AGE-INAPPROPRIATE 0OUS VISIBILITY

Most videos appearing on a child’s Connecting with others is simple on TikTok -
feed are light-hearted and amusing. including commenting on and reacting to
However, some clips have been users’ videos, following their profile and
reported for featuring drug and alcohol downloading their content. The majority of
abuse, themes of suicide and these interactions are harmless, but -
self-harm, or young teens acting in because of its abundance of teen users -

a sexually suggestive way. The sheer
volume of uploads is impossible to
moderate entirely — and since TikTok Jump’s
introduction in mid-2021, users can view
third-party content outside the app.

EXPLICIT SONGS

TikTok primarily revolves around videos
of users lip-syncing and dancing to music.
Inevitably, some featured songs will contain

TikTok has experienced problems with
predators contacting young people.

NDICTINIE NA » -
ADDICTINE NATURE £
Like all social media, TikTok is designed to
be addictive. It can be hugely entertaining -
but that also makes it hard to put down. As
well as the punchy nature of the short video
format, the app’s ability to keep users
intrigued about what's coming next mean
it's easy for a 5-minute visit to turn into a

explicit or suggestive lyrics. Given the a;ladp's
young user-base, there is a risk that children
may view older users’ videos and then be
inclined to imitate any explicit language or
suggestive actions.

45-minute stay.

IN-APP SPENDING

-1 \ ¢ N There's an in-app option to purchase

JJ‘/KJJQL/ FAJ\JE | - ‘TikTok coins’, V\Fl)r?iclgare the?\ converted
into digital rewards for sending to content
creators that a user likes. Prices range from
99p to an eye-watering £99 bundle. TikTok
is also connected with Shopify, which allows

' users to buy products through the app.

The app has created its own

celebrities: Charli D'’Amelio and Lil

Nas X, for example, were catapulted

to fame by exposure on TikTok —

leading to many more teens attempting

to go viral and become “TikTok famous™.
While most aspirin? stars hoping to be ‘the
next big thing" will find it difficult, setbacks
may in turn prompt them to go to even more
drastic lengths to get noticed.

&Adv?ce for Parents & Carers -
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LEARN ABOUT REPORTING
AND BLOCKING

With the correct privacy settings applied,

TikTok is a relatively safe space. However, in

case something does slip through, make sure

your child knows how to recognise and report
mappro%riqte content and get them to come

to you about anything upsetting that they’'ve

seen. TikTok allows users to report anyone ¢
breaching its guidelines, while you can also

block individual users through their profile. :

- MODERATE SCREEN TIME

As entertaining as TikTok is, you can

help your child to manage their time on it in
the ‘Digital Wellbeing’ section. Under ‘Screen
Time Management’, you can limit the daily
permitted time on the app (in increments

‘ y
TALK ABOUT ONLI/NE CONTENT M . MAINTAIN PRIVACY SETTINGS )

Assuming your child is above TikTok’s

age limit, talk to them about what ~ o
they’ve viewed on the app. Ask their opinion
on what's appropriate and what isn’t. Explain
why they shouldn’t give out personal details

‘private’. Keeping it that way is the safest solution:

it means only users who your child approves can

watch their videos. The ‘Stitch’ (which lets users

splice clips from other people's videos into their own)

and ‘Duet’ (where you build on another user's content

by recording your own video alongside their original)
features are now only available to over 16s. This might
clash with your child’s ambitions of social media stardom,
but it will fortify their account against predators.

USE RESTRICTED MODE

In the app’s ‘Digital Wellbeing’

section, you can filter out

inappropriate content (specific

content creators or hashtags, for

instance) using ‘Restricted Mode’. This

can then be locked with a PIN. You should
note, though, that the algorithm moderating
content isn’t totallx dependable - so it's wise
to stay aware of what your child is watching.

@ www.hationalonlinesafety.com y @natonlinesafety n [NationalOnlineSafety @nationalonlinesafety

Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 03.11.2021

The default setting for all under 16s” accounts to r

or upload videos which reveal information
like their school or home address. In the long
run, teaching them to think critically about
what they see on TikTok could help them to
become social-media savvy.

ENABLE FAMILY PAIRING

‘Family Pairing’ lets parents and carers link their
own TikTok account to their child’s. Through your
mobile, you can control your child’s safety settings
remotely - including limiting screen time, managin
their ability to exchange messages (and with whom

and blocking a lot of age-inappropriate content. TikTok’s
Safety Centre also provides resources for parents and
carers to support online safety among families. These
resources can be found on their website.

ranging from 40 minutes to two hours). This
preference can also be locked behind a PIN.
That way, your child can get their regular
dose of TikTok without wasting the whole day.

National
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Parven Kaur is a social media expert and digital media
consultant who is passionate about improving digital literacy for
parents and children. She has extensive experience in the social
media arena and is the founder of Kids N Clicks: a web resource
that helps parents and children thrive in a digital world.
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At National Online Safety, we believe in empowering parents, carers and trusted adults with the information to hold an informed conversation about online safety with their children, should they feel
itis needed. This guide focuses on one of many issues which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.

¢ where children may be encouraged by influencers to
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ADDICTION

|
Many social media platforms are designed \¢
in a way to keep us engaged on them foras 3§ )
long as possible. There's a desire to scroll : 0
often/more in case we‘ve missed something ‘g*g
important or a fear of missing out. Instagram is®
different and young people can easiIK lose track of
time by aimlessly scrolling and watching videos .
posted by friends, acquaintances, influencers or
even strangers.

PROTTETTRCA I

Product tags allow users (particularly influencers who
are sponsored to advertise products) to tag a product
or businessin theirJ)ost. This tag takes viewers,
regardless of age, directly to the product detail page
on the shop where the item can be purchased an

'\ purchase products they don't necessarily need.
J - e

EXCLUSION AND OSTRACISM

Young people are highly sensitive to ostracism. -
Feeling excluded can come in many forms such as:
not receiving many ‘likes’, not being tagged, being
unfriended, having a photo untagged, or not
receiving a comment or reply to a message. Being
excluded online hurts just as much as being
excluded offline — with children potentially suffering
lower moods, lower self-esteem, feeling as if they
don't belong or undervalued.

pustcaccounts GG {

Product ta%ging on Instagram only works on public
accounts. If your child wants to share their clothing
style, make-up etc and tag items in a post then they
may be tempted to change their settings to public,
which can leave their profile visible to strangers.

_What Parentsi&{Carers|N

eedito'knowabout

Instagram is onelofjthe most popular social medi:: platformslin/the world, with overil|billion{user

worldwide. The platform allows users to upload in_wages and videos to their feed, createlinteractiv
istories’, share Iivéﬂevideo.s, exchange private messages orlsearch, explore and follow/other;

c'countslike — whilst at the same time continuousl

‘ 5 features to meet the needsgofiits{u

rdatip.g and addin m
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GOING LNE

Live streaming on Instagram allows
users to connect with friends and
followers in real-time and comment on @B
videos during broadcast. Risks increase if

the account is public because anyone can
watch and comment on their videos,
including strangers. However, other risks
include acting in ways th? wouldn’t
normally or being exposed to inappropriate
content or offensive language.

INFLUENCER CULTURE | T¢

Influencers can be paid thousands

of pounds to promote a product,

service, app and much more on social
media - the posts can often be identified
because they state they're a ‘paid partnership’. ...
Ofcom found that young people often attempt <
to copy-cat influencer behaviour for their own

posts to gain likes, sometimes posting content
which may not be age-appropriate.

UNREALISTIC IDEALS

Children compare themselves
to what they see online in terms
of how they look, dress, their
body shape, or the experiences
others are having. The constant scrolling and
comparison of unrealistic ideals can lead to
children feeling insecure about their own
appedarance, questioning how exciting their
own lives are and having a fear of missing
out.

Advice for Parents & Carers

1 9,
HAVE OPEN DIALOGUE

Talk to your child about live videos and the

REMOVE PAYMENT METHODS  *

If you're happy for your child to have a

.

~

risks involved and how they can do it safely with =
family and friends. Talk to them about ensuring they
have safety settings on so only followers can view
them live, and maybe help them prepare what the
would say when they do go live.

FAMILIARISE YOURSELF

Instagram is one social media CIpI:)
which has its safety features available
to parentsina user—friendIY manner. The
document provides examples of
conversation starters, managing privacy,
managing comments, blocking and restricting
and can be found on the Instagram

card associated with their Instagram
account, we suggest adding a PIN which

will also help prevent unauthorised purc

FOLLOW INFLUENCERS

Following influencers will allow you to

you deem inappropriate. Talk to your child

needs to be entered before making a payment.
This can be added in the payment settinﬂs tab and
ases.

~>
monitor what they're sharing as well as(@
being able to discuss anything which
about who they follow and help them develop J

critical thinking skills about what the influencer s,
trying to do. For example, are they trying to sell a

product by promoting it?
5

website>community>parents.
®» ‘ ™
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Due to the impact on mental wellbeing, Instagram has allowed users

to change the focus of their experiences online away from how many
likes a post has by hiding the like counts. Users can hide like counts on all
the posts in their feed as well as hiding the like counts on their own posts.
This means others can’t see how many likes you get. This can be done by
going into settings > notifications > posts > likes > off

Meet Our Expert

Dr Claire Sutherland is an online safety consultant at BCyberAware. She has
developed and implemented anti-bullying and cyber safety workshops and
policies for schools in Australia and the UK. Claire has written various
academic papers and carried out research for the Australian government
compadring internet use and sexting behaviours of young people in the UK,
USA and Australia.

Sourci
https:

s> https://about.instagram.com/blos ~family=
obot?tiré/stogmmico%ﬁﬂog?onéou 9 X

(h;/announ ements/introducin
ly=Ccentersand;supervision;tools | https:

Cements(/:introducmg—foml

cer)ter;and;super,v?sion:too) | https;//about instagram.c
fqbout.lnstogromjcom blog/oonnounceme
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Instagram has launched ‘live moderators’ on Ins
live where creators can assigh a moderator and give
them the power to report comments, remove viewers
and turn off comments for a viewer. It's recommended to
keep devices in common spaces so that you are aware if
they do go live or watch live streaming.
; ' i ﬁ
Talk to your child about the use of filters. While @
theY can be fun to use they don‘t represent the \
real them. If you find your child continuously using a filter,
ask them why and reassure them that they are beautiful i
without it to build up their feelings of self-worth. Discuss
the fact that many images online are filtered and not
everyone looks ‘picture perfect’ in real life, which can also
lend itself to discuss what is real and not real online.
- (A o Y | O
BALANCE YOUR TIME
Instagram now has an in-built activity dashboard that allows users
to monitor and control how much time they spend on the app. Users <=
can add a ‘daily reminder’ to set a limit on how much time they want to
spend on Instagram, prompting them to consider if it's been too long with a ‘take
a break’ message. There's also the option to mute notifications for a period of
time. These features can help you have a conversation with your child about how
much time they are spending on the app and to set healthy time limits.
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Users of this guide do so at their own discretion. No liability is entered into. Current as of the date of release: 17.08.2022
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